
Acceptable Use Policy 

1. DEFINITIONS

 “infrastructure” means all facilities, equipment, software and other amenities owned or leased by 

the service provider and utilised in or related to the provision of the service; 

“service provider” means LBJ Groenewald trading as MyWifi Installations, situated at 59 Paul 
Kruger street, Polokwane, telephone number 015 0040175 / 076 068 4967. 

“service” means any service which the user receives from the service provider, including but not 

limited to any form of internet or network access and any other related services such as hosting, 

mailbox, VoIP, VPN, etc; 

“uncapped” means packages where the user’s connection is never terminated, irrespective of how 

much data the user uses. There will, however, be instances where throttling or shaping may occur at 

threshold levels to ensure sustainability of the service for all users; 

“unlimited” means packages where there are literally no limits, there are therefore no throttling or 

shaping and no restrictions on use. 

2. INTRODUCTION

2.1. This Acceptable Use Policy (“AUP”) serves to define the accepted behaviour of users of the 

network and systems (“infrastructure”) of ISPConnect (“the service provider”), and is intended to 

maintain the integrity and quality of the service and protect the users and the infrastructure from 

abuse. Users are required to adhere to all the policies specified in this AUP without exception. 

2.2. This AUP forms part of and is hereby incorporated by reference into the General Terms and 

Conditions governing the provision of the service. An updated copy hereof will be available at Terms 

and Conditions. 

2.3. This AUP may be amended from time to time as required by legal developments. While the 

service provider will take steps to notify users of amendments, users retain the sole responsibility 

for acquainting themselves with such amendments and will be regarded as having agreed thereto 

through continued use of the service. 

2.4 This AUP applies to and will be enforced for intended and unintended (like viruses and other 

unknown causes) prohibited usage. 

3. COMPLIANCE WITH APPLICABLE LAWS AND REGULATIONS

3.1. The service provider’s infrastructure and the service provided may be used only for lawful 

purposes. Users may not violate any applicable laws or regulations of South Africa within the 

territory of South Africa. 



 
 
3.2. Transmission, distribution or storage of any material on or through the infrastructure in 

violation of any applicable law or regulation is prohibited. This includes, without limitation, material 

protected by copyright, trademark, trade secret or other intellectual property right used without 

proper authorization, and material that is obscene, defamatory, constitutes an illegal threat, or 

violates export control laws. 

4. TRANSMISSION OF DATA 

4.1. The user acknowledges that the service provider is unable to exercise control over the content 

of the information passing over the infrastructure and the Internet, including any websites, 

electronic mail transmissions, news groups or other material and associated materials such as traffic 

data created or accessible over its infrastructure. The service provider is not responsible for the 

content of any messages or other information transmitted over its infrastructure. 

4.2. The user acknowledges further that the service provider is under no general obligation to 

monitor traffic passing over the infrastructure and the Internet. 

5. UNCAPPED FAIR USAGE POLICY 

5.1 The service provider has several uncapped packages that are designed to address several needs 

of users. It is the user’s responsibility to select the appropriate package for the user’s required speed 

and usage application.  

5.2 The uncapped packages are not capped in the ordinary course. However, the service provider 

reserves the right to apply restrictions on any uncapped account, if the user’s behaviour is 

determined to be affecting the experience of other users on the service provider network. 

5.3 Such restrictions may include, but is not limited to, limiting the number of devices as indicated 

on the Application form, applicable to every package. 

5.4 Examples of user behaviour which may compromise the network include, but is not limited to, 

causing network congestion, including running excessive concurrent internet sessions or accessing 

excessive bandwidth intensive protocols like peer-to-peer. 

5.5 The service provider reserves the right to terminate the account of a user whose usage is 

continuously affecting the service provider’s network performance. 

5.6 All these controls will be implemented by the service provider in addition to those remedies set 

out in this AUP regarding unlawful behaviour. 

6. SYSTEM AND NETWORK SECURITY 

6.1. Any reference to systems and networks under this section includes the Internet (and all those 

systems and/or networks to which user is granted access through the service provided) and includes 

but is not limited to the infrastructure of the service provider. The user may not circumvent user 

authentication or security of any host, network, or account (referred to as “cracking” or “hacking”), 

nor interfere with service to any user, host, or network (referred to as “denial of service attacks”). 

6.2. Violations of system or network security by the user are prohibited, and may result in civil or 

criminal liability. The service provider will investigate incidents involving such violations and will 



 
 
involve and co-operate with law enforcement officials if a criminal violation is suspected. Examples 

of system or network security violations include, without limitation, the following: 

6.2.1. Unauthorised access to or use of data, systems or networks, including any attempt to probe, 

scan or test the vulnerability of any system or network or to breach security or authentication 

measures; 

6.2.2. Unauthorised monitoring of data or traffic on the network or systems; 

6.2.3. Interference with service to any user, host or network including, without limitation, mail-

bombing, flooding, deliberate attempts to overload a system and broadcast attacks; 

6.2.4. Forging of any TCP-IP packet header (spoofing) or any part of the header information in an e-

mail or a newsgroup posting. 

6.3. All services rendered is subject to available bandwidth, data storage and other limitations of the 

service provided, which the service provider can from time to time revise at its own discretion and 

without prior notice to the user. 

6.4 The service provider reserves the sole discretion to determine whether usage of the service 

interferes with other users’ use and enjoyment of any services provided by the service provider over 

the network. 

6.5 It is the user’s responsibility to implement security measures, including but not limited to: 

6.5.1. Request for changing the internet password; 

6.5.2. Requesting to change the router password; 

6.5.3. installing licensed internet security software that completely addresses the user’s needs; 

6.5.4. monitoring own usage for any irregularities. 

7. DISCLAIMER AND INDEMNITY 

7.1. The service provider disclaims all and any liability for any claim or action or other legal 

proceeding, howsoever arising, from unacceptable use or use in contravention of this AUP of the 

service or the service provider’s infrastructure by users, including special and consequential 

damages and damages for loss of profits and pure economic loss. 

7.2. The user agrees to indemnify and hold the service provider harmless in respect of liability for 

any claim or action or other legal proceeding, howsoever arising, from unacceptable use or use in 

contravention of this AUP or of the service or the service provider’s infrastructure by users, including 

special and consequential damages and damages for loss of profits and pure economic loss. 

8. E-MAIL USE 

8.1. It is explicitly prohibited to send unsolicited bulk mail messages (“junk mail” or “spam”) of any 

kind (commercial advertising, political tracts, announcements, etc.). This is strongly objected to by 

most Internet users and the repercussions against the offending party and the service provider and 

can often result in disruption of service to other users. 



 
 
8.2. Users’ attention is drawn to section 45 of the Electronic Communications and Transactions Act 

No. 25 of 2002 (Republic of South Africa) and the fact that failure to comply with the provisions of 

section 45 can result in criminal liability. 

8.3. Maintaining of mailing lists by users of the service is acceptable only when done with the 

written permission and approval of the list members, and at the members’ sole discretion. Should 

mailing lists contain invalid or undeliverable addresses or addresses of unwilling recipients those 

addresses must be promptly removed. 

 

8.4. The service provider reserves the right to request that a user provide documentary evidence of 

the written permission or approval obtained by the user in respect of any complaining third party or 

parties and users consent to delivering such material within 48 hours of receipt of a written request 

from the service provider to this effect. Failure to respond timeously to such a request will constitute 

grounds for termination or suspension of the user’s account or such other sanction as may be 

proportionate in the circumstances. 

8.5. Users may not forward or propagate chain letters nor malicious e-mails. 

9. PUBLIC RELAY 

9.1. Public relay occurs when a mail server is accessed by a third party from another domain and 

utilised to deliver mails, without the authority or consent of the owner of the mail server. Users’ mail 

servers must be secure against public relay as a protection to both themselves and the Internet at 

large. Mail servers that are unsecured against public relay often become abused by unscrupulous 

operators for spam delivery and upon detection such delivery must be disallowed. 

9.2. The service provider reserves the right to examine users’ mail servers to confirm that no mails 

are being sent from the mail server through public relay and the results of such checks can be made 

available to the user. The service provider also reserves the right to examine the mail servers of any 

users using mail servers provided by the service provider for “smart hosting” (when the user relays 

its mail off a service provider mail server to a mail server of its own) or similar services at any time to 

ensure that the servers are properly secured against public relay. All relay checks will be done in a 

manner aimed at preserving customer privacy. 

9.3. Notwithstanding measures taken by the service provider in this regard users acknowledge that 

the responsibility for taking reasonable measures to secure their mail servers against public relay 

remains solely that of the user and the service provider will accept no liability in this regard (unless 

arising from its own negligence in the securing of mail servers owned by it). 

10. INTERCEPTION AND MONITORING 

10.1. Users expressly acknowledge the fact of and consent to the lawful monitoring and interception 

of traffic carried over the service provider’s infrastructure by the service provider or related entities 

under the following circumstances: 



 
 
10.1.1. Where required under the provisions of the Interception and Monitoring Prohibition Act No 

127 of 1992 or the Regulation of Interception of Communications and Provision of Communication-

related Information Act 70 of 2002 (“RICA”) or any other law; 

10.1.2. Where required by court order; 

10.1.3. Where required for the maintenance of system and network integrity and security; 

10.1.4. Where required for the efficient provision of services, including billing and bandwidth and 

performance monitoring; 

10.1.5. Where required for the actioning of a takedown notice or complaint in terms of this AUP. 

10.2. The service provider will undertake interception and monitoring in accordance with the 

following principles: 

10.2.1. The privacy of users is a fundamental right and any interception and monitoring will 

accordingly be reasonable and proportionate according to the circumstances; 

10.2.2. The actual content of any private communication will not be accessed unless required by law 

or otherwise regarded as necessary for the achievements of one or more of the objectives set out 

above; 

10.2.3. Staff and specifically contracted entities will be bound by confidentiality agreements in 

respect of interception and monitoring activities. 

10.3. The user acknowledges that the service provider is lawfully required to intercept 

communications in terms of the provisions of RICA. Any interception of communications shall be in 

accordance with RICA, as and when required under RICA. 

11. TAKE-DOWN NOTICES 

11.1. The procedure in respect of take-down notifications is laid out in section 77 of the Electronic 

Communications and Transactions Act No. 25 of 2002 (“ECT Act”). 

11.2. The essence of the procedure is that a complainant who believes that an ISP is providing 

services which infringe his or her rights may issue a notification to the ISP or its designated agent, 

requesting that such services be terminated. 

11.3. Under section 77 of the ECT Act a take-down notice must contain the following information: 

11.3.1. the full names and address of the complainant; 

11.3.2. the written or electronic signature of the complainant; 

11.3.3. identification of the right that has allegedly been infringed; 

11.3.4. identification of the material or activity that is claimed to be the subject of unlawful activity; 

11.3.5. the remedial action required to be taken by the service provider in respect of the complaint; 

11.3.6. telephonic and electronic contact details, if any, of the complainant; 



 
 
11.3.7. a statement that the complainant is acting in good faith; and 

11.3.8. a statement by the complainant that the information in the take-down notification is to his or 

her knowledge true and correct. 

11.4. The service provider will take such steps as are available to alert any affected user of the 

receipt of a takedown notice but is under no obligation to do so. Users acknowledge and agree that 

they will co-operate fully with the service provider where it is required by a validly-issued take down 

notice to remove content or disable access to content. 

11.5. Users are encouraged to voluntarily remove any content which is the subject of a take-down 

notice. 

12. COMPLAINTS/FAILURE TO OBSERVE THIS AUP 

12.1. Upon receipt of a complaint, or having become aware of an incident, the service provider 

reserves the right to, as may be applicable: 

12.1.1. Limit the user’s throughput; 

12.1.2. Prevent or limit the service of the user through specific ports or communication protocols; 

12.1.3. Inform the user’s network administrator of the incident and require the network 

administrator or network owner to deal with the incident according to this AUP; 

12.1.4. In the case of individual users suspend the user’s account and withdraw the user’s network 

access privileges completely; 

12.1.5. Charge the offending parties for administrative costs as well as for machine and human time 

lost due to the incident; 

12.1.6. In severe cases suspend access of the user’s entire network until abuse can be prevented by 

appropriate means; 

12.1.7. Share information concerning the incident with other Internet access providers, or publish 

the information, and/or make available the users’ details to law enforcement agencies. 

12.2. The service provider reserves the right to take any one or more of the steps listed above, 

insofar as it deems them proportionate, in its absolute and sole discretion, against the offending 

party. 

12.3. All cases of violation of the above Acceptable Use Policy should be reported to 

mywifi@mweb.co.za. 

13. GENERAL 

13.1. The service provider’s failure to enforce this policy, for whatsoever reason, shall not be 

construed as a waiver of the service provider’s right to do so at any time. 

13.2 The Service Provider reserves the right to amend this AUP from time to time. 

 



 
 
14. TORRENTING AND PIRACY 

14.1.  IP Service(s) shall not be used to publish, submit/receive upload/download, post, use, copy or 

otherwise reproduce, transmit, re-transmit, distribute or store any content/material or to engage in 

any activity that infringes, misappropriates or otherwise violates the Intellectual Property Rights or 

privacy or publicity rights of any individual, group or entity, including but not limited to any rights 

protected by any copyright, patent, trademark laws, trade secret, trade dress, right of privacy, right 

of publicity, moral rights or other Intellectual Property Right now known or later recognized by 

statute, judicial decision or regulation. 

15. Threatening Material or Content:  

IP Services shall not be used to host, post, transmit, or re-transmit any content or material (or to 

create a domain name or operate from a domain name), that harasses, or threatens the health or 

safety of others. In addition, for those IP Services that utilize MyWifi provided web or content 

hosting, MyWifi reserves the right to decline to provide such services if the content is determined by 

MyWifi to be obscene, indecent, hateful, malicious, racist, defamatory, fraudulent, libelous, 

treasonous, excessively violent or promoting the use of violence or otherwise harmful to others. 

16.  Inappropriate Interaction with Minors: 

 IP Services should not be used for the purpose of committing an offence against a child or in way 

that would constitute or promote unlawful interaction with children. 

17.  Child Pornography:  

IP Services shall not be used to publish, submit/receive, upload/download, post, use, copy or 

otherwise produce, transmit, distribute or store child pornography. Suspected violations of this 

prohibition may be reported to MyWifi at the following e-mail address: abuse@mweb.com. MyWifi 

will report any discovered violation of this prohibition to the South African Police Services and take 

steps to remove child pornography (or otherwise block access to the content determined to contain 

child pornography) from its servers. 


